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Abstract — In many multimedia applications, there is a need
to authenticate sources subjected to benign degradations such as
noise, compression, etc., in addition to potential tampering at-
tacks. Authentication can be enabled through the embedding of
suitably chosen markings in the original signal. We develop one
information-theoretic formulation of this problem, and identify
and interpret the associated fundamental performance limits.

I. INTRODUCTION

As a motivating example, consider the authentication of drivers’
licenses. Many jurisdictions print a hologram on the photograph por-
tion of the license. The presence of the hologram indicates that the
license is legitimate but does not add excessive distortion. Imprint-
ing a hologram on a license is a particular implementation of a larger
class of authentication schemes.

More generally, special markings are embedded into the photo-
graph. A decoder uses these markings to extract an authentic repre-
sentation of the original. The special markings should be embedded
so that the distortion between the original and embedded photographs
is small; thus, someone without the appropriate decoder can still use
the license to check the identity of the bearer. In addition, the special
markings need to be robust to perturbations in the form of smudges
or other degradation due to routine handling: the decoder should still
declare the photo authentic if only these are present. Finally the spe-
cial markings should be inserted so that an unauthorized agent can
not create a successful forgery.

The idea of inserting special markings in a signal is also used in
digital watermarking for copy-protection and data hiding [3]. How-
ever, two distinguishing features of the authentication problem are:
1) the attacker’s goal is to substantially change the signal in such a
way that the decoder is fooled into declaring the result authentic; and
2) whether the attacker can detect the markings added by the encoder
is not directly relevant provided that the attacker can not create a con-
vincing forgery.

II. PROBLEM MODEL AND RESULTS

‘We model the multimedia authentication problem as shown in Fig-
ure 1. The original source, X7, is i.i.d. with a known distribution
px (). The encoder modifies X7 to produce Y7*, which then passes
through a noisy channel with a known, memoryless probability dis-
tribution pzy (z]y). A malicious attacker may use X7, Y1*, and Z]
to arbitrarily replace the output of the noisy channel with a forgery.
Hence we represent the received signal, W', as the output of an in-
secure channel. The source, X7, as well as Y7, ZT', and W{* take
values in a finite alphabet.

Average distortion is measured according to bounded, single-letter
distortion measures di (-, -), and da(-,-). If no decoder is available,
authenticity can not be verified and the relevant embedding distor-
tion is Dy = £ 3=, d1(X;, Zi) %, If available, a decoder can at-
tempt to extract an authentic representation of the original. If the
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2without a probabilistic model or distortion constraint for the attacker, we
focus on the average distortion between X7* and W in the case where no
tampering occurs and W* = Z.
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Fig. 1: A diagram of the authentication problem.

decoder determines X’ T to be authentic then the relevant distortion is
D, = 1% do(Xi, X,), where clearly for good decoders Dz < D;.
If the tampering due to the attacker or the noise is too severe, the de-
coder might not be able to extract an authentic representation of the
original. When this occurs, the decoder outputs a special symbol, &,
to indicate that the received signal is potentially a forgery.

Performance is measured according to three criteria: security, ro-
bustness, and distortion. For a scheme to be secure, it should be im-
possible or infeasible for an attacker to trick the decoder into accept-
ing a forged value for X7 For a scheme to be robust, the decoder
should almost never declare a signal to be a forgery unless the at-
tacker has tampered with the signal. Finally, a good scheme should
keep the distortion between the original source and the received sig-
nal as small as possible.

Our main result is an information-theoretic characterization of
the tradeoffs between the three criteria. Specifically, authentication
schemes that are secure, robust and satisfy a distortion constraint pair
(D1, D2) are asymptotically achievable if and only if there exists a
test channel py | x (y|z) and a scalar function f(-) such that

I(X;Y) < I(Y;2),
Eldi(X,Z)] < Da,
Eld:(X,f(Y))] < Da.

The scalar function f(-) corresponds to a second stage of a two-stage
decoder whose first stage recovers Y7" from W7, and whose second
stage estimates X" from Y*. For example, if the distortion met-
ric was mean square error, then f(-) would correspond to the scalar
minimum mean-square estimator of X given Y.

Practically, this analysis underscores the important role that cod-
ing has to play in designing authentication systems that approach the
optimal tradeoffs. Specifically, in [1] we show that relatively simple
trellis codes can obtain more than 5 dB less distortion than a compara-
ble uncoded scheme with the same levels of security and robustness.
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