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ABSTRACT

In mary multimeda applicatiors, thereis a needto authen-
ticate a sourcethat hasbeensubjectedo benigndegrada-
tionsin additionto potentialtampeing attacks We develop

ameanindul formulation of this prodem, andidentify and
interpret the associatednformation-tleoretic perfamance
limits. The associatedystemsare shavn to perfam dra-
matically betterthanfrequentlypropsedappr@acheshased
oninformationembeldingtechnigees.

1. INTRODUCTION

In traditioral autrenticationproblens, the goalis to deter
minewhetherareceved messagés anexactreplicaof what
was sent. Digital signatue techniges are a natura tool
for addessingsuchprodems. However, in mary emeging
multimeda applicatiors, the messagenay be an audo or
videowaveform, andevenin theabsencef atamperimy at-
tack,thewaveform mayexpeienceroutine degradationdue
to noise,compeessiongtc.,befae beingreceved. Methods
for reliably autheticating the receved datain suchcases
areimportantaswell—see e.g.,thereferencesn [1].

As amotivatingexamge, considetthe authericationof
drivers’ licensesMany jurisdictionsprintahologamonthe
photayraphportion of thelicense. Thepresereof theholo-
gramindicates thatthe licenseis legitimatewithout adding
excessve visualdistortin. Imprinted hologramsarea par
ticularimplementationof a larger classof schemesghatuse
specialmarkirgsembededinto the photgraphto enablea
decoer to extractan authetic representatio of the origi-
nal. In geneal, thespeciaimarkingsshouldbeembea&ldedso
thatthe distortion betweerthe original andembediedpho-
tograpnsis small,thusenablingareceverwithoutanappo-
priate decaler to still usethe licenseto checkthe identity
of the bearer In addition the specialmarkirgs needto be
robustto pertubationsin the form of smudyes,scratches,
or otherdegradationdueto routine hardling: the decaler
shouldstill beableto autheticateif only thesearepresent.
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Fig. 1. Authenticationsystemmodd. ThesourceS™ is en-
codedo creatghechanmlinput X ™, incuring somedistor
tion. The chanmrel modelsbenigndegradationsdueto rou-
tine handing, aswell astampeing by a maliciousattacler.
The decode producesfrom the chanrel outpu Y ™ either
anauthentiaecorstructionS™ of the sourceto within some
fidelity, or indicateghatautheticationis not possible.

Finally the specialmarkings shouldbe insertedso that no
otheragentcancreatea successfutorgery.

Thispaperexamineskey aspect®f thefundamentatrade-
offs betweersecurity robustnes,anddistortion usinginfor-
mation-treoreticanalysis.Section?2 describeshemodé for
authenticatin. Section3 presentsa formal prablem state-
mentand charactdaees the achiezable perfamanceof au-
thenticationsystems. Section4 appliesthe resultsto the
practicallyimportantGaussian-gadraticscenari@andquan
tifies the improvement over traditiond informationembed
ding appraches,and Section5 cortains someconcluding
remarks.

2. SYSTEM MODEL AND PROBLEM
FORMULATION

Our systemmodelis asdepictedn Fig. 1. To simplify the
exposition we modeltheorigind sourceasanindepa&dent
andidentically distributed(i.i.d.) sequene S1,5,,...,S,
denotedasS™. In practiceS™ could correspad to sample
valuesor signalrepresetationsin somesuitablebasis.
The encoer takes as input a block of n sourcesam-
ples S™, producingan output X ™ thatis suitably closeto
S™ with respecto somedistortionmeasue. The encoed
signal then passeghrough a chanrl, which capture the
effects of routine handing aswell asary tamperimg, pro-
ducingthechannéoutpu Y ™.
Thedecalereitherprodiuces,to within somefidelity as



quartified by asuitabledistortionmeasue, areconstration
Sm of the sourcethatis guaanteedo be free from the ef-
fectsof any tamperingby an attacler, or declareghatit is
notpossibleo producesuchareconstration. Wetermsuch
recorstructions‘authertic.”

In the autheticationscenarioof Fig. 1, we delibeately
avoid a particdar channé modd. Rather we make useof
aconcep we referto asa “referencechanmel” A refeence
chanrel, or more accuratelya refelencechanrel ensemble,
is the collectionof realizedchannés for which we require
the decoderto producean authatic recorstructionof the
source. For chamels outsidethis collection we allow the
decoer to declarethat an authentic recanstructionis not
possible. Thus, the refererte chamel shouldbe chosento
captue all berign andmalicious degradationsve desirethe
systemto overcome.

Givenaparticdar referercechanmel (knowvnto thetrans-
mitter, recever, and attacler), the goal of the systemde-
signeris to make theencodimg distortionsmall,sothatin the
absencef achanml theencoer output is a faithful replica
of theoriginal sourceandto make ary autrenticrecorstruc-
tionsthedecode producesof highfidelity. In geneal, these
areconflicting objectives,andin the sequelve explore the
fundamentalradeeffs involved.

Thefollowing definition makesprecisethe notion of an
authetic recorstruction,i.e., onefree from the effects of
thechanrel.

Definition 1 A reconstructionS™ producedoy thedecocer
fromtheoutpu Y™ of the channelis saidto be authettic if
it satisfieghefollowing Markov cordition:

8" & {S", X"} & Y™ (1)

This cordition is ratherintuitive; it meanghatthe channé
outpu canrot influerce an authenticestimatediredly, but
ratheronly indirectly through the encode inputs and out-
puts.

As our mainresult,in Section3 we charactere when
authemicationsystemsarepossible andwhenthey arenot.
Specifically let D, dende the encaling distortion,i.e., the
distortionexperiencedn the absencedf a chamel, andlet
D, dende thedistortionin the recorstructionproducedby
thedecoarwhenthesignalcanbeautheticated,i.e.,when
the chanrel degradhtionsare consistentith the refelence
distribution p(y|xz). Thenwe deternine which distortion
pairs(D,, D,) areasymptdically achiesade.

Beforedevelopingour mainresult,weillustratewith an
exampe thecharactepof resultsthatareobtaired.

Preliminary Example An illustrative achievalle distor
tionregionis depictedn Fig. 2. Thisexanple, developedin
[1], correspadsto aprodeminvolving asymmetridBernoduli
source,Hammirg distortion measuresand a binary sym-
metricreferecechannelvith cross@erprobability p. When
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Fig. 2. The achiezalde distortionregion for a symmetric
Bernoullisourcetransmittecover a binarysymnetric refer
encechanrel with crossweer prabability p. Distortionsare
with respecto theHammingmeasue. Thecasep = 0 cor
respondto traditioral digital signatues.

authenticatia is not requred, all points above the dashed
line canbe achieved. Thusrequiring authetication strictly
reduceshe setof achiesable distortimswhenp > 0. Note
thatatthe point (De, D,) = (p,p), thedecalercompetely
eliminatesthe effects of the referasce chanrel whenit is
in effect: the minimum achievalde recorstructiondistortion
D, is the sameasthedistortion D, atthe output of theen-
coder Obsenre, too, thatthe casep = 0 correspondsto
thetraditioral scenaridor digital signaturesvherethereis
no noise. In this caseasthefigurereflects,authenticatia
is achievalle withoutincurring arny encodhg distortian nor
reconstration distortion

3. CHARACTERIZATION OF SOLUTION:
CODING THEOREMS

An instanceof the authenticatia problem consistsof the
tuple

{S,p(s),X,y,p(y|x),de(-,-),dr(-,-)} (2)

whereS, X, and) arethesourcechanmel input,andchan-
nel outputalphatets—whicharefinite unlessotherwisein-
dicated—ana(s) is the(i.i.d.) sourcedistribution, p(y|z)
is the (menoryless)referere chanrel law, andd, (-, -) and
d.(-,-) aretheencodng andreconstration distortionmea-
suresrespectiely.
A solutionto thisprodem (i.e.,anauthenticatio scheme)

consistsof an algoritim that retuins an encaling function



Y™, a decdaling function &, and a secretkey.! The se-
cretkey is sharednly betweertheencoeranddecaler;all
otherinformationis knownto all partiesncluding attaclers.
Theencaleris amappng from thesourcesequene (aswell
asthesecrekey, whichwe suppresso simplify notatian) to
codevords,i.e., T™(S") : 8™ — X™.

The decoer is a mappingfrom the channé outpu and
the secretkey to eitheran authetic sourcereconstration
S (i.e., one satisfying (1)) or the specialsymbol & that
indicatessucha reconstrgtion is not possible: @™ (Y") :
Y — S"U{@}. Noticethatsinceanauthetic recorstruc-
tion mustsatisfy(1), andsincethe decoer mustsatisfythe
Markov condtion {S™, X"} < Y™ < @™ (Y™), we have
that$™ « {S", X"} « ®" (Y™) formsaMarkov chain.
Therebretheauthetic recastructionis effectively defined
by theencoerandnotthedecoer.

Therelevantdistortionsarethe encodirg anddecodng
distortioncomputedasthe sumof therespectire (bounded)
singleletterdistortionfunctionsd, andd,, i.e.,

1 n n

LS d(sx) and ST d(S, #F (v7).

i=1 =1

The systemcanfail in oneof threeways. Thefirst two
failure modescorrespad to eitherthe encalerintroducing
excessve encodhg distortion or thedecalerfailing to pro-
duceanauthenticreconstration with acceptabl@listortion
whentherefererte channels in effect. For any e > 0, the
associatedistortionviolation erroreverts are

Ep. = {% ide(ShXi) > De +6} 3)

i=1

obu({orom 2o}

(IS aser o > o)) @

i=1

€, = {@” () =

In the remainng failure mocke, the systemfails to pro-
ducethedesirecauthetic recorstructionS™ from thechan-
nel outpu and, insteadof declarirg that authentiction is
not possible producesan incorrect estimate. The success-
ful attackevert is

Ea={3"(Y") £2}N{E" (Y £5").  (5)

Definition 2 Theachievabledistortionregionfor the prob-
lem (2) is the closuee of the setof pairs (D, D,) sud that
there exists a sequencef authentication systemsindexed
by n, whee for everye > 0 andasn — oo, Pr[€s,] — 0

1Although public key schemesare possible to simplify andfocusthe
exposition we consideronly secretkey schemesn this paper

regardlessof the chamel law in effect, Pr[€p.] — 0, and
Pr[€ép,] — 0 whenthereferencechanrel is in effect, with
&sa, Ep. and&p, asdefinedn (5), (3), and(4).

For suchsystemswe have thefollowing theorent1]:

Theorem1 Thedistortionpair (D, D,) liesin theachiev-
abledistortionregionfor theproblem(2) if andonlyif there
exists a distribution p(u|s) and functiors f(-,-) and g(-)
sud that

IU;Y) - I(S;U) > 0 (62)
E[de(S, f(U, 5))] < D (6b)
E[d:(S,9(U))] < D; (60)

whele the alphatet &/ of the auxliary random variable U
geneated by p(u|s) has cardindity? bourded by |i/| <
(IS + [X[ +3) - [S] - [X].

3.1. Layered Authentication Systems

It is alsopossible[1] to developlayeredsystemswvherethe
decoderproducesa coarse-gmin reconstration S™ when
therecevedsignalis corsistentwith thechanrel law p(y|z),
or a fine-gmin recorstruction S’f” whenthereceived signal
is consistentwith the refererce chanrel law p(z|z). For
(degradedbroadtast) refererwe chanrel laws of the form
p(y, z|z) = p(y|2)p(z|z), thedistortian triple (D, D,, Df)
is achievableif thereexistsacondtional distributionp(u, t|s),
andscalardecodim functionsg(-) andg (-, -) suchthat

I(T;Y¢|U) — I(S; T|U) >0 (72)
E[di(S,9(U,T))] < D! (7b)

in addition to the conditiansin (6).

4. THE GAUSSIAN-QUADRATIC CASE

Considera white Gaussiarsourcewith a white Gaussian
refererce channel.Specifically we modelthe sourceasan
i.i.d. GaussiarsequencevhereeachS; hasmeanzeroand
variancec%, andthe independen reference chanrel noise
asani.i.d. sequencevhoseith elementN; hasmeanzero
andvariarce o%;. Furthernore, we adgt the quadatic dis-
tortionmeasue d(a, b) = (a — b)2.
A simple inner bound on the distortion region is ob-
tained[1] by ignoring theautheticity requrement(1)
2 2
> s ®)
0% + (vDe + o)

To derive outer bourds we numeically optimize over
all distributions where (S, U, X) arejointly Gaussian.For

2Whenits argumentis a set,|-| denoesits cardinality.



low D,, we cancloselyappoachthe numeically obtaned
outerbourd by usinga distribution with structue similar
to that usedto achieve capacityin the relatedproblemof
informationembedling [2]. For this encodirmy structurewe
letU =S+ T/aandX =U+(1-a)(S-U) =S+
T whereT is a Gaussiarrancbm variable with meanzero
andvariances3. independen of boththe sourceS andthe
chanrel noiseN.

The encdaling distortionis simply D, = ¢2%. The best
recorstructiondistortian is obtaired by choosingg(-) to be
theminimummeansquareestimateof S given U yielding

E[SU)? oD
D, =E[S?](1- =—5=_
W]O M%MWQ Dotatol O
Thebestchoiceof a is [1]
D 2
aauth = aie <]. + ]. + %)
Og

wherea;e = De/(De + o) is the correspondig infor-

mationembedthg scalingparaneterdetermine by Costa
[2]. Evidently, the scalingparaméer for the authetication

prodemis atleasttwice thescalingfor informationembed-
ding andsignificantly larger wheneitherthe SNR o % /0%

or signal-tedistortionratio (SDR) 0% / D, is smalll.

For high D,, an encoderthat essentiallyamplifiesthe
sourceto overcometherefererce chamel noisecloselyap-
proadesthe nunerically obtairedinnerbound. This struc-
ture correspadsto choosingthe encocer randan varialles
accorihgtoU = S+ T andX = BU. In turn,choosimg as
g(+) the minimum mean-sgareerror estimatorof S given
U yieldsthedistortiors

2 2 2 9 0?90%
D, =(1- and D,= 2"
e = (1—=B)05 + por 0% + 0%
wherethechoice
2 2
B = _ 950N (10)

02.(0% + 03.)

can be shavn [1] to satisfy the mutual information con-
straintin (6a)

Figure 3 compaesthedistortionregions correspading
to the innerand outerbound describedabove to a simple
guariize-andembedalternatve stratgy. In this stratgy,
whichis atthe heat of mary previously proposedauthenti-
cationschemesthe encaler compresesthe soure signal,
proteds it with cryptograplic techniges and embedsthe
resultin the original signal. Therecever decalesthe em-
beddd messagecryptograpically verifiesits autheticity,
andrecmstructsthe compessedsignal. The bestpossible
perfamanceof suchquantizeand-enbedsystemss [1]
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Fig. 3. Comparisorof achiesabledistortionregions for the
quantizeand-enbedstratey (brokenline), andinner (dot-
tedline) andouter(solidline) bourdsontheoptimal distor
tion region obtainel in [1] for the Gaussian-cadraticprob
lem with SNR of 30 dB. Whenthereconstrationsarenot
requiredto beauthenticall points above thedottedline are
achievale: the securityrequirenent strictly decreasethe
achievale distortionregion.

which we canverify is a factorof up to SNR/2 worsein
reconstration distortionthanthe optimum system[1], as
thefigure reflects.

A correspadingachiesable region for layeredsystems
in the Gaussian-gadraticscenarids developedin [1].

5. CONCLUDING REMARKS

While thispapermescribesinoptimum architectue for mul-
timediaauthenticatia systemsinary aspectsf thedetailed
designand implemertation of suchsystemsremainto be
addressed Exanples spana variety of fields andinclude
information-theoetic issuessuchaserror exponentbeha-
ior, communicationtheoreticissuessuchasthe designand
analysisof structuredauthetication codes signalprocess-
ing consideationssuchasappopriatesourceandrefererce
channelmodelsandthe choiceof a goodsignalbasis,and
topicsin compuer sciencaegaiding cryptogaphictoolsfor
public andprivatekey versiors of suchsystems.
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