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ABSTRACT

In many multimedia applications, thereis a needto authen-
ticatea sourcethat hasbeensubjectedto benigndegrada-
tionsin additionto potentialtampering attacks.Wedevelop
a meaningful formulationof this problem,andidentify and
interpret the associatedinformation-theoreticperformance
limits. The associatedsystemsareshown to perform dra-
maticallybetterthanfrequentlyproposedapproachesbased
on informationembeddingtechniques.

1. INTR ODUCTION

In traditional authenticationproblems, thegoal is to deter-
minewhetherareceived messageis anexactreplicaof what
was sent. Digital signature techniques are a natural tool
for addressingsuchproblems.However, in many emerging
multimedia applications, the messagemay be an audio or
videowaveform, andevenin theabsenceof a tampering at-
tack,thewaveform mayexperienceroutinedegradationdue
to noise,compression,etc.,beforebeingreceived.Methods
for reliably authenticating the received datain suchcases
areimportantaswell—see,e.g.,thereferencesin [1].

As amotivatingexample, considertheauthenticationof
drivers’ licenses.Many jurisdictionsprintahologramonthe
photographportion of thelicense.Thepresenceof theholo-
gramindicates thatthe licenseis legitimatewithout adding
excessive visualdistortion. Imprintedhologramsarea par-
ticular implementationof a larger classof schemesthatuse
specialmarkingsembeddedinto thephotographto enablea
decoder to extract an authentic representation of the origi-
nal. In general, thespecialmarkingsshouldbeembeddedso
thatthedistortion betweentheoriginal andembeddedpho-
tographsis small,thusenablingareceiverwithoutanappro-
priatedecoder to still usethe licenseto checkthe identity
of thebearer. In addition, the specialmarkings needto be
robust to perturbationsin the form of smudges,scratches,
or otherdegradationdueto routine handling: the decoder
shouldstill beableto authenticateif only thesearepresent.
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Fig. 1. Authenticationsystemmodel. Thesource	�
 is en-
codedtocreatethechannel input �

 , incurringsomedistor-
tion. Thechannel modelsbenigndegradationsdueto rou-
tine handling, aswell astampering by a maliciousattacker.
The decoder producesfrom the channel output ��
 either
anauthenticreconstruction �	 
 of thesourceto within some
fidelity, or indicatesthatauthenticationis notpossible.

Finally the specialmarkings shouldbe insertedso that no
otheragentcancreatea successfulforgery.

Thispaperexamineskey aspectsof thefundamentaltrade-
offsbetweensecurity, robustness,anddistortionusinginfor-
mation-theoreticanalysis.Section2 describesthemodel for
authentication. Section3 presentsa formal problem state-
mentandcharacterizes the achievable performanceof au-
thenticationsystems. Section4 appliesthe resultsto the
practicallyimportantGaussian-quadraticscenarioandquan-
tifies theimprovementover traditional informationembed-
ding approaches,andSection5 containssomeconcluding
remarks.

2. SYSTEM MODEL AND PROBLEM
FORMULA TION

Our systemmodelis asdepictedin Fig. 1. To simplify the
exposition, we modeltheoriginal sourceasanindependent
andidenticallydistributed(i.i.d.) sequence 	�����	�������������	 

denotedas 	�
 . In practice	�
 couldcorrespond to sample
valuesor signalrepresentationsin somesuitablebasis.

The encoder takes as input a block of � sourcesam-
ples 	 
 , producingan output �!
 that is suitablycloseto	"
 with respectto somedistortionmeasure. Theencoded
signal then passesthrough a channel, which captures the
effectsof routine handling aswell asany tampering, pro-
ducingthechannel output �#
 .

Thedecodereitherproduces,to within somefidelity as



quantified by asuitabledistortionmeasure,areconstruction$%"&
of the sourcethat is guaranteedto be free from theef-

fectsof any tamperingby anattacker, or declaresthat it is
notpossibleto producesuchareconstruction. Wetermsuch
reconstructions“authentic.”

In theauthenticationscenarioof Fig. 1, we deliberately
avoid a particular channel model. Rather, we make useof
a concept we referto asa “referencechannel.” A reference
channel, or more accuratelya referencechannel ensemble,
is the collectionof realizedchannels for which we require
the decoderto producean authentic reconstructionof the
source.For channelsoutsidethis collection, we allow the
decoder to declarethat an authentic reconstructionis not
possible.Thus, the reference channel shouldbe chosento
captureall benign andmaliciousdegradationswedesirethe
systemto overcome.

Givenaparticular referencechannel (knownto thetrans-
mitter, receiver, and attacker), the goal of the systemde-
signeris tomaketheencodingdistortionsmall,sothatin the
absenceof a channel theencoder output is a faithful replica
of theoriginal source,andtomakeany authenticreconstruc-
tionsthedecoder producesof highfidelity. In general, these
areconflictingobjectives,andin thesequelwe explore the
fundamentaltrade-offs involved.

Thefollowing definitionmakesprecisethenotion of an
authentic reconstruction,i.e., one free from the effectsof
thechannel.

Definition 1 A reconstruction
$%"&

producedby thedecoder
fromtheoutput ' & of thechannel is saidto beauthentic if
it satisfiesthefollowingMarkov condition:$% &)(+* % &�,.-/&�01( ' & (1)

This condition is ratherintuitive: it meansthat thechannel
output cannot influence an authenticestimatedirectly, but
ratheronly indirectly through the encoder inputsandout-
puts.

As our main result, in Section3 we characterize when
authenticationsystemsarepossible,andwhenthey arenot.
Specifically, let 243 denote theencoding distortion,i.e., the
distortionexperiencedin the absenceof a channel, andlet265 denote thedistortionin the reconstructionproducedby
thedecoderwhenthesignalcanbeauthenticated,i.e.,when
the channel degradationsareconsistentwith the reference
distribution 798;:=< >@? . Then we determine which distortion
pairs 8A2 3 , 2 5 ? areasymptotically achievable.

Beforedevelopingourmainresult,we illustratewith an
example thecharacterof resultsthatareobtained.

Preliminary Example An illustrative achievable distor-
tion region is depictedin Fig.2. Thisexample,developedin
[1], correspondstoaprobleminvolving asymmetricBernoulli
source,Hamming distortionmeasures,anda binary sym-
metricreferencechannelwith crossoverprobability 7 . When
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Fig. 2. The achievable distortion region for a symmetric
Bernoulli sourcetransmittedover abinarysymmetric refer-
encechannel with crossover probability 7 . Distortionsare
with respectto theHammingmeasure. Thecase7JILK cor-
responds to traditional digital signatures.

authentication is not required, all points above the dashed
line canbeachieved. Thusrequiring authenticationstrictly
reducesthesetof achievable distortionswhen7NMOK . Note
thatat thepoint 8;2P3 , 2�5Q?�IR8S7 , 7@? , thedecodercompletely
eliminatesthe effects of the reference channel when it is
in effect: theminimumachievable reconstructiondistortion2 5 is thesameasthedistortion 2 3 at theoutput of theen-
coder. Observe, too, that the case7TIUK correspondsto
thetraditional scenariofor digital signatureswherethereis
no noise. In this case,asthefigurereflects,authentication
is achievable without incurring any encoding distortion nor
reconstructiondistortion.

3. CHARACTERIZA TION OF SOLUTION:
CODING THEOREMS

An instanceof the authentication problem consistsof the
tuple *WVX, 798AY�? ,�Z[,.\], 7^8_:=< >�? ,�` 3 8ba , ac? ,.` 5 8ba , ac? 0 (2)

where
V

,
Z

, and
\

arethesource,channel input,andchan-
nel outputalphabets—whicharefinite unlessotherwisein-
dicated—and798AY�? is the(i.i.d.) sourcedistribution, 798;:�< >�?
is the(memoryless)referencechannel law, and

` 3 8Qa , a ? and` 5 8ba , ac? aretheencoding andreconstruction distortionmea-
sures,respectively.

A solutionto thisproblem(i.e.,anauthenticationscheme)
consistsof an algorithm that returns an encoding function



d�&
, a decoding function e & , and a secretkey.1 The se-

cretkey is sharedonly betweentheencoderanddecoder;all
otherinformationis known to all partiesincludingattackers.
Theencoderis amapping fromthesourcesequence(aswell
asthesecretkey, whichwesuppressto simplify notation) to
codewords,i.e.,

d]& 8 % & ?gf V &)hi Z &
.

Thedecoder is a mappingfrom thechannel output and
the secretkey to eitheran authentic sourcereconstruction$%"&

(i.e., onesatisfying(1)) or the specialsymbol j that
indicatessucha reconstruction is not possible: e & 8A' & ?Pf\ &Phi V & k * j 0 . Noticethatsinceanauthentic reconstruc-
tion mustsatisfy(1), andsincethedecoder mustsatisfythe
Markov condition

* %�& ,Q- & 06( ' & ( e & 8;' & ? , we have
that

$%"& (l* %"& ,Q- & 0m( e & 8A' & ? forms a Markov chain.
Thereforetheauthentic reconstructionis effectively defined
by theencoder andnot thedecoder.

Therelevantdistortionsaretheencoding anddecoding
distortioncomputedasthesumof therespective (bounded)
singleletterdistortionfunctions

` 3 and
` 5 , i.e.,no &p q r^s ` 3t8 % q ,Q- q ? and

no &p q r9s ` 5�8 % q , e &q 8A' & ?.?Wu
Thesystemcanfail in oneof threeways. Thefirst two

failuremodescorrespond to eithertheencoder introducing
excessiveencoding distortion, or thedecoderfailing to pro-
duceanauthenticreconstruction with acceptabledistortion
whenthereferencechannelis in effect. For any v]MwK , the
associateddistortionviolationerrorevents arexzy^{ I}| no &p q r9s ` 3t8 % q ,.- q ?gM
2�3"~�v�� (3)

x�y�� I�� e & 8;' & ? Iwjm� kw� �"e & 8�' & ?1�Iwjm�� � no &p q r^s ` 5 8 % q , e &q 8A' & ?.?gM!2 5 ~�v��9��u (4)

In the remaining failure mode, the systemfails to pro-
ducethedesiredauthentic reconstruction

$%"&
from thechan-

nel output and, insteadof declaring that authentication is
not possible,producesan incorrect estimate.Thesuccess-
ful attackevent isxz�_� I * e & 8�' & ?��IOj 0 � * e & 8A' & ?��I $% & 0 u (5)

Definition 2 Theachievabledistortionregionfor theprob-
lem (2) is theclosure of thesetof pairs 8A2 3 , 2 5 ? such that
there existsa sequenceof authentication systems,indexed
by o , where for every v6MTK andas o i��

, � ��� x��_����i K
1Although public key schemesarepossible, to simplify andfocusthe

exposition we consideronly secretkey schemesin this paper.

regardlessof the channel law in effect, � ��� x y {���i K , and� ��� x y ���gi K whenthe referencechannel is in effect,withx �_�
,
x�y9{

and
x�y��

asdefinedin (5), (3), and(4).

For suchsystems,we havethefollowing theorem[1]:

Theorem1 Thedistortionpair 8A2 3 , 2 5 ? lies in theachiev-
abledistortionregionfor theproblem(2) if andonlyif there
exists a distribution 7^8_�"< Y�? and functions ��8ba , ac? and ��8bac?
such that � 8��6�.'6?^  � 8 % �¡�¢?¤£¥K (6a)¦ � ` 3t8 % , ��8�� , % ?Q? �¨§ 2�3 (6b)¦ � ` 5�8 % , �@8��¢?Q? �¨§ 2�5 (6c)

where the alphabet © of the auxiliary random variable �
generated by 798;��< Y�? has cardinality2 bounded by < ©)< §8.< V <�~O< Z <�~�ª�?^a�< V <ta�< Z < .
3.1. Layered Authentication Systems

It is alsopossible[1] to developlayeredsystemswherethe
decoderproducesa coarse-grain reconstruction

$%"&
when

thereceivedsignalis consistentwith thechannel law 798;:=< >@? ,
or a fine-grain reconstruction

$%"&« whenthe receivedsignal
is consistentwith the reference channel law 7^8;¬@< >@? . For
(degradedbroadcast) reference channel laws of the form798;: , ¬@< >@? I­7^8_:=< ¬z?®7^8;¬@< >@? , thedistortion triple 8;2m3 , 265 , 2 «5 ?
is achievableif thereexistsaconditionaldistribution 798;� ,.¯ < Y�? ,
andscalardecoding functions �@8Qa ? and �18Qa , ac? suchthat� 8_°±��' « < �¢?�  � 8 % �Q°�< �¢?�£!K (7a)¦ � ` « 5 8 % , ��8�� , °1?²? �9§ 2 «5 (7b)

in addition to theconditionsin (6).

4. THE GAUSSIAN-QUADRATIC CASE

Considera white Gaussiansourcewith a white Gaussian
referencechannel.Specifically, we modelthesourceasan
i.i.d. Gaussiansequencewhereeach

% q
hasmeanzeroand

variance³¨´µ , andthe independent referencechannel noise
asan i.i.d. sequencewhose ¶ th element· q hasmeanzero
andvariance ³ ´¸ . Furthermore,we adopt thequadratic dis-
tortionmeasure

` 8;¹ ,�º ? IT8A¹±  º ?�´ .
A simple inner bound on the distortion region is ob-

tained[1] by ignoring theauthenticity requirement(1)2 5 £ ³ ´¸ ³ ´µ³ ´¸ ~¼»²½ 263"~�³ µ�¾ ´ u (8)

To derive outerbounds we numerically optimizeover
all distributions where 8 % , � ,.- ? arejointly Gaussian.For

2Whenits argumentis a set, ¿ ÀS¿ denotesits cardinality.



low 2 3 , we cancloselyapproachthenumerically obtained
outerbound by usinga distribution with structure similar
to that usedto achieve capacityin the relatedproblemof
informationembedding [2]. For this encoding structurewe
let �ÁI % ~!°ÃÂtÄ and

- IR�O~Å8 n  ÆÄ�?W8 %  !�±?XI % ~° where ° is a Gaussianrandom variable with meanzero
andvariance³^´Ç independent of both thesource

%
andthe

channel noise· .
Theencoding distortionis simply 2 3 IÁ³�´Ç . The best

reconstructiondistortion is obtainedby choosing��8bac? to be
theminimummean-squareestimateof

%
given � yielding2 5 I ¦ � % ´ �^� n   ¦ � % � � ´¦ � % ´ � ¦ �c� ´ � �OI ³�´µ 2 32�3�~�Ä ´ ³ ´µ u (9)

Thebestchoiceof Ä is [1]Ä auth IÈÄ ie É n ~LÊ n ~ 2 3 ~�³ ´¸³ ´µ Ë
where Ä^Ì 3�IÍ263¡Â�8;263X~Å³�´¸ ? is the corresponding infor-
mationembedding scalingparameterdetermined by Costa
[2]. Evidently, thescalingparameter for theauthentication
problemis at leasttwice thescalingfor informationembed-
ding andsignificantly larger wheneitherthe SNR ³�´µ Ât³�´¸
or signal-to-distortionratio (SDR) ³"´µ Â�2 3 is small.

For high 2 3 , an encoderthat essentiallyamplifiesthe
sourceto overcomethereferencechannel noisecloselyap-
proachesthenumerically obtainedinnerbound. This struc-
turecorrespondsto choosingtheencoder random variables
according to �wI % ~Î° and

- I¥Ï�� . In turn,choosing as�@8Qa ? the minimum mean-squareerror estimatorof
%

given� yieldsthedistortions263�IÐ8 n  ÑÏ9? ´ ³ ´µ ~�Ï ´ ³ ´Ç and 2)5"I ³�´µ ³�´Ç³ ´µ ~Æ³ ´Ç ,
wherethechoice ÏÑITÊ ³ ´µ ³ ´¸³ ´Ç 8A³ ´µ ~�³ ´Ç ? (10)

can be shown [1] to satisfy the mutual information con-
straintin (6a).

Figure 3 comparesthedistortionregionscorresponding
to the innerandouterbounds describedabove to a simple
quantize-and-embedalternative strategy. In this strategy,
which is at theheart of many previouslyproposedauthenti-
cationschemes,the encodercompressesthe source signal,
protects it with cryptographic techniques and embedsthe
result in the original signal. The receiver decodestheem-
beddedmessage,cryptographically verifiesits authenticity,
andreconstructsthe compressedsignal. The bestpossible
performanceof suchquantize-and-embedsystemsis [1]2 5 I ³ ´µ ³ ´¸³ ´¸ ~Æ2�3 ,
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Fig. 3. Comparisonof achievabledistortionregions for the
quantize-and-embedstrategy (broken line), andinner(dot-
tedline) andouter(solid line) boundsontheoptimal distor-
tion regionobtained in [1] for theGaussian-quadraticprob-
lem with SNR of 30 dB. Whenthe reconstructionsarenot
requiredto beauthentic,all points above thedottedline are
achievable: the securityrequirement strictly decreasesthe
achievable distortionregion.

which we canverify is a factorof up to à�áXâ1Âäã worsein
reconstruction distortion than the optimum system[1], as
thefigure reflects.

A correspondingachievable region for layeredsystems
in theGaussian-quadraticscenariois developedin [1].

5. CONCLUDING REMARKS

While thispaperdescribesanoptimumarchitecturefor mul-
timediaauthenticationsystems,many aspectsof thedetailed
designand implementation of suchsystemsremainto be
addressed.Examplesspana variety of fields and include
information-theoretic issuessuchaserrorexponentbehav-
ior, communication-theoreticissuessuchasthedesignand
analysisof structuredauthenticationcodes,signalprocess-
ing considerationssuchasappropriatesourceandreference
channelmodelsandthechoiceof a goodsignalbasis,and
topicsin computerscienceregardingcryptographictoolsfor
publicandprivatekey versions of suchsystems.
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